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Hypothesis: Advantages of the object-capability Matej Kosik
security paradigm Motivation

POLA can be obeyed without discomfort
expressivness
elegance

efficiency
smaller TCB
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Limitations Matej Kotk

Motivation

» source code of all parts of the system must be available
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An example of “can call” relationship
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The Problem: Required authority of the
untrusted VGA driver

> to read from the 0x3D5 1/O register
> to read from the 0x3D4 1/O register
> to write to the 0x3D4 1/O register
> to write to the frame buffer
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An example of “can call”

io.read.byte

\(O) = (io.read.byte 981)
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An example of “can call”
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Powerboxed ClockMorph
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Powerboxed ping

kosikBdebian:™/work/noweb/ping$ sudo ./ping 209.85.135.103
35.103:

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

fram
fram
from
Fram
fram
fram
from
Fram
fram
fram
from
Fram
fram
fram
from
Fram
fram
fram
from
Fram

UMI® signal Z
kosikBdebian: ™/ /work noweb/pings []

Z09.

lcmp_seq=1
lcmp_seq=2
icmp_seq=3
icmp_seq=4
icmp_seq=5
lcmp_seq=68
icmp_seq=7
icmp_seq=58
icmp_seq=3
lcmp_seq=10
icmp_seq=11
icmp_seq=12
icmp_seq=13
lcmp_seqg=14
icmp_seq=15
icmp_seq=16
icmp_seq=17
lcmp_seq=13
icmp_seq=19
icmp_seq=20
received. Terminating by default.
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Reference Graph Dynamics

» connectivity by initial conditions
» connectivity by parenthood
» connectivity by introduction

» connectivity by endowment
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The original standard library

Legend
imported by

imports

a module:

a module:

without ccode

|
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Refactored library Matej Kosi

Legend

imported by

imports | of Pict
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Open Problems Matej Kotk

> any untrusted component can consume as much
. . Open Problems
memory as it wishes

» any untrusted component can consume as much CPU
ticks as it wishes

» formal methods can significantly refine assessments of
upperbound of threat we face
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The original 7-calculus (the syntax) [2] Matej Kosik

m o= Xy [ x(2) | 7| [x=y]r
P .~ (P|P) |vzP | IP | M

M = 0| P M+ M
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Matching action was omitted Mate] Kolik

™ = Xy | x(z2) | T
P .= (P|P)|vzP | IP | M

M = 0| P M+ M




Silent action was omitted A

T = Xy | x(z)
P .= (P|P)|vzP | IP | M

M = 0| n.P M+ M




The Choice operator was omitted Matej Kosi

T = Xy | x(z)
P .= (P|P)|vzP | IP | M

M = 0| n.P




Only asynchronous sends are allowed Mate] Kolik

P .= (PIP) | vzP | IP | M

M = 0| xy.0 | x(2).P
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It does not make sense to replicate Xy.0 particles [HEEEEEE

P = (P|P) | vzP | vx(!x(z).P|P) |

M = 0| xy.0 | x(2).P
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Cleaned up grammar of this subcalculus Matej Kosik

P =0
| Xxy.0

| x(z).P

| vzP

| (P|P)

| vx(x(z).P | P)
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. In AS CI I Matej Kosik

O
Xy

x?z = Proc
From 7r-calculus

(new z: " Type Proc) to Pict

(Proc | Proc)

(def x = Proc Proc)
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